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1 OOmme moJs10:keHUs
1.1. TepmuHBI U onIpeaeaeHUsI

HepCOHaJIBHBIG JaHHBIC - JHOGaSI I/IH(l)OpMaLII/ISI, OTHOCAIIAACA K HOpAMO HIM KOCBCHHO
OIIPEICIIECHHOMY WJIH OTIpEeeIieMOMY (HU3UUIECKOMY JIUIY (CYOBEKTY MEPCOHATBHBIX JAHHBIX ).

Omneparop - rocyIapCTBEHHBIM OpPraH, MyHUIIUINATBHBIA OpPTaH, IOPHINYECKOe WK (HU3HUECKOE
JIMII0, CAMOCTOSITEIIbHO WJIM COBMECTHO C JPYTUMH JIMIIAMH OPTaHHU3YIOMIHE U (WJIU) OCYIIECTBIISIFOIINE
00paboTKy MEePCOHANBHBIX TAHHBIX, & TAKXKE OMpPEISIISIONIe e 00paOdOTKH MEePCOHATBHBIX JTAHHBIX,
COCTaB TEPCOHANBHBIX JaHHBIX, MOJUIeKAIUX 00paboTKe, NEHCTBHS (Omepamuu), COBEpIIacMbIC C
NEpCOHAIbHBIMU JaHHBIMU.

O0paboTKa NepCcOHATBHBIX JaHHBIX - JII000E JEHCTBHE (Omepalysi) WM COBOKYITHOCTh JIEHCTBUIA
(omepanuii), COBEpIIAEMBIX C UCIOJIB30BAHUEM CPEJCTB aBTOMATH3AIMH WM 0€3 HCIIOJIb30BAHUS TAKHX
CpPE/ICTB C IEPCOHAIBHBIMH JJAHHBIMH, BKIItOYasi cOOp, 3alKch, CHCTEMATH3AIINI0, HAKOIIJICHHE, XPaHEHUE,
yrouHeHue (OOHOBJICHHWE, W3MEHEHHE), W3BICUYCHHUE, HCIOJIb30BaHUE, Mepenady (pacmpocTpaHEHHe,
MPEOCTaBICHUE, JOCTYI), O0e3IMYMBaHUE, OJOKHPOBAHUE, YAAJICHHUE, YHUYTOXKEHHUE IMEePCOHAIBHBIX
JTaHHBIX.

ABTOMaTH3UpOBaHHAsE 00Pa0OTKa IMEPCOHATBHBIX JaHHBIX - 00pa0OTKa MEPCOHATBHBIX JaHHBIX C
IMOMOIIBIO CPCIACTB BEIYHCJINTENBHON TEXHUKH.

Pacnpoctpanenue nepcoHanbHBIX JAHHBIX - JICWCTBHS, HANpPABJICHHbIE HA PACKPBITHE
MEPCOHAIIBHBIX JAHHBIX HEONPEACICHHOMY KPYTY JIUII.
[IpenocraBiieHMEe TMEPCOHANBHBIX JAHHBIX - JICMCTBMS, HAIPABJICHHBIE HAa PACKPBITHE

[IEPCOHANIBHBIX JAHHBIX ONPEJIETICHHOMY JIUIY WIH ONPEACIEHHOMY KpYyTY JIULI.

bnokupoBaHue nepcoHanbHBIX JaHHBIX - BPEMEHHOE IpeKpalleHue o0pabOTKU MEepCOHATbHBIX
JTaHHBIX (32 WCKIIOYCHHWEM CJIydacB, e€clu 0o0pa0oTka HEoOXoauMa i YTOYHCHHUS IEPCOHATBHBIX
JAHHBIX ).

YHUUTOKEHUE [EPCOHAIBHBIX JaHHBIX - JEWCTBUS, B pE3yJbTaTe KOTOPBIX CTaHOBUTCA
HEBO3MOXXHBIM BOCCTaHOBUTb COJEP)KaHUE IEPCOHAIBHBIX JaHHBIX B HH(GOPMALMOHHON cucTeme
[IEPCOHANBHBIX JIAHHBIX U (WJIM) B pPE3yjbTaTe KOTOPHIX YHUYTOXKAIOTCS MaTe€pUAJIbHbIE HOCUTENH
NEPCOHATIbHBIX JAHHBIX.

OO6e3nuuuBaHuEe MEPCOHANbHBIX JAaHHBIX - JIEHCTBUS, B pE3ylbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXXHBIM 0€3 HCIIOJIb30BaHMsl JIOTOJHUTENbHOW HMH(GOpMAMKU ONPEAETUTh MPUHAIEKHOCTD
MIEPCOHANIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIbHBIX TAHHBIX.

WNudopmannonHas cucTeMa NMEepCOHATbHBIX JaHHBIX - COBOKYIMHOCTBH COJAEpKalluMxcs B 0Oa3ax
JAHHBIX MEPCOHANBHBIX JaHHBIX U OOECHEeUMBAIOIINX UX 00pabOTKy MH(POPMAIIMOHHBIX TEXHOJOTUH U
TEXHUYECKHUX CPEJICTB.

TpancrpannyHas nepefaya MEPCOHANbHBIX JAHHBIX - Iepefaya NEepCOHAIbHBIX JIaHHBIX Ha
TEPPUTOPHUIO MHOCTPAHHOI'O TOCYAApCTBAa OpraHy BIAcTH MHOCTPAHHOTO TOCYAApPCTBA, WHOCTPAHHOMY
(u3nyecKOMy JIMILY WJIM HHOCTPAHHOMY FOPUINYECKOMY JIUILY.

1.2. Ha3HayeHHWe M MPaBOBasi OCHOBA JOKYMeHTAa

[TonmuTuka ompeAenseT cUCTEMYy B3TISIOB Ha mpobiremy oOecredyeHus Oe30MacHOCTH
MEPCOHANIBHBIX JAHHBIX M TIPEJICTABIAECT COOOM CHCTEeMAaTH3WPOBAHHOE H3JIOKEHUE IIeJied W 3aaad
3alIUTHI, KaK OJHO WJIM HECKOJBKO MpaBWjl, HPOLENYp, MPAKTHUYECKUX IPUEMOB U PYKOBOISIIHUX
MPUHIIMIIOB B o0Omacth WHGOPMAIMOHHONW 0€30MacHOCTH, KOTOphIMH pykKoBoacTByeTcss OO0
«MexOaHKOBCKHMI ~HAI[MOHAJIBHBIA IIEHTP pecTpykTypusanuu (mamee — OOImecTBo) B  CBOeH
NESTETPHOCTH, @ TaK)K€ OCHOBHBIX TPUHIIMIIOB MOCTPOSHHUS, OPTaHWU3AIMOHHBIX, TEXHOJIOTMUYECKUX W
MPOLIEYPHBIX ACTIEKTOB 0OecreyeHrst 0€30MacHOCTH MEPCOHANBHBIX JTaHHBIX.

3akoHomatenbHOM OcHOBOM Hactosimied [lomutukm sBisitorcss Koncerutrynust Poccuiickoit
®enepauny, ['paxkganckuii, Yronosueii 1 Tpynosoil konekchl, @enepanbHblil 3akoH oT 27.07.2006 Ne
152-®3 «O mnepcoHaNbHBIX NaHHBIX», 3aKOHBI, YKa3bl, IIOCTAHOBIICHUS, ApPYrMe HOPMATHUBHBIC
JOKYMEHTBI JEHCTBYIOLIEro 3akoHoaarenscTBa Poccuiickoit @enepanuu, nqokymeHTel PCTOK u OCh
Poccun.
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Hcnonp3oBanue nanHoi 11onUTHKM B KaueCTBE OCHOBBI I MIOCTPOEHUSI KOMIUIEKCHOM CHUCTEMBI
WH(pOPMAITMOHHOW OE€30MaCHOCTH TMEePCOHANBHBIX MaHHBIX (OOImecTBa MO3BOJUT ONTHMHU3HUPOBATH
3aTpaThl Ha €€ IOCTPOCHHUE.

I[1pu paspadorke [TOMTUTHKN YIUTHIBAINCH OCHOBHBIC IPUHLMUITBI CO3AHUSI KOMIUICKCHBIX CHCTEM
obecriedeHus: 0e30mMacHOCTH WHGPOpPMALUU, XapPaKTEPUCTUKH M BO3MOXKHOCTH OpPraHM3allMOHHO-
TEXHUYECKHX METOJIOB U COBPEMEHHBIX allapaTHO-IPOrPAMMHBIX CPEJICTB 3alIUTHl U IPOTHBOICHCTBUSL
yrposam 6e30nacHOCTH HH(POPMALIUH.

OcHoBHble mnonoxeHus IlonuTuku O0a3UpPyrOTCS Ha Ka4eCTBEHHOM OCMBICICHHH BOIPOCOB
6e30macHOCTH MH(POPMALIMU U HE 3aTPAruBalOT BOIIPOCOB IKOHOMHUYECKOTO (KOJIMUYECTBEHHOTO) aHaIM3a
PHUCKOB ¥ 000CHOBaHUSI HEOOXOAMMBIX 3aTpaT Ha 3aIUTYy WH(OPMALIUU.

2 O0BeKThI 3aIIUTHI

OCHOBHBIMU 00BEKTaMU CUCTEMBI 0€30I1aCHOCTH NEPCOHAJIBHBIX JaHHBIX B O6LL[€CTB€ SABIIAKOTCA:

- MH(GOPMALIMOHHBIE PECYpChl C OIPAaHUMYEHHBIM JOCTYIOM, COJAEpKallue KOHQUACHIUAIBHYIO
nH(OPMAIIHIO, B TOM YHUCIIE U TIEPCOHATILHBIE TAHHBIC,

— mporeccsl 00pabOTKH TMEPCOHAJIbHBIX JAHHBIX B HMH(DOPMAIMOHHOM CHUCTEME MEePCOHATBHBIX
nanHblx OOmecTBa, WH(DOPMALMOHHBIE TEXHOJOTUHU, PETIaMEHThl U Mpoleaypsl cOopa, oOpaboTKH,
XpaHeHHUsT W Tepenadyd WHGOpMAIMH, MEpCOHaNT pa3pabOTUYMKOB M TOJIH30BATENEH CUCTEMBI U €e
00CITyKMBAIOIIHI IEPCOHAT;

- nHpOpMaMOHHAs HHPPACTPYKTYPA, BKIIOYAIONIAs CHCTEMBI 00pa0OTKH U aHann3a WH(POPMAIIHH,
TEXHUYECKHUE U MPOTrPAMMHBIE CPEICTBA €€ 00pabOTKU, Mepeaaun U OTOOpaXKEHHsI, B TOM YMCJIE KaHaJIbl
MH(POPMALIMOHHOTO OOMEHA U TeJIEKOMMYHUKAIMH, CUCTEMBI U CPEACTBA 3alUThl HH(OPMALIMH, OOBEKTHI
Y TIOMEIIEHUS, B KOTOPBIX PACHOJIOXKEHBI TEXHUYECKHE CPEACTBAa 00pa0OTKN EPCOHAIBHBIX JAHHBIX.

3 Heuan n 3aga4n obecneyeHns 6€30MACHOCTH MEPCOHATBHBIX JAHHBIX
HuTepeckl 3aTparuBaeMbiX cy0beKTOB MHGOPMAIMOHHBIX OTHOLICHU I

CybObekTamu MH()OPMAIMOHHBIX OTHOIICHUN TMpH oOecreueHUH O0e30MacHOCTH MEePCOHANbHBIX
nmaHHbIX OOIIeCTBA SIBISIOTCS:

- O011ecTBO, Kak COOCTBEHHUK MH(OPMAIIMOHHBIX PECYPCOB;

- PYKOBOJICTBO U cOTpyIHUKU OO11ecTBa, B COOTBETCTBUHU C BO3JIOKEHHBIMU Ha HUX (DYHKIMAMMU;

- ¢uznyeckue nuua, cocrosuue ¢ OOIIECTBOM B IPaX/1aHCKO-IIPABOBBIX OTHOLICHUSX (TpakIaHe);
[lepeunciennble CyObeKThl MH(POPMAIIMOHHBIX OTHOIIEHUH 3aMHTEPECOBAHbI B 00ECTIeUeHHUH:

- CBOEBPEMEHHOT0 JI0CTyIa K HEOOXOJUMBIM UM NEPCOHAIBHBIM JIaHHBIM (MX JOCTYITHOCTH);

- JOCTOBEPHOCTH (TIOJTHOTHI, TOYHOCTH, aJIeKBaTHOCTH, 1IEIOCTHOCTH ) IEPCOHANIBHBIX JIaHHBIX;

- KOH(HIEHIINATILHOCTH MEPCOHATIBHBIX JaHHBIX;

- 3alUTBI OT HAaBSI3bIBAHMSI UM JIOKHBIX (HEJOCTOBEPHBIX, NCKAKEHHBIX ) IEPCOHAIBHBIX JaHHBIX;

- pasrpaHnuvuCHUA OTBECTCTBCHHOCTH 34 HAPYUICHUA UX IIpaB (I/IHTCpCCOB) " YCTAHOBJICHHBIX ITPaBUJI
o6pa1ueH1/I;1 C IICPCOHAJIbHBIMU TaHHBIMH,

- BO3MOYKHOCTH OCYILIECTBJICHHS HETIPEPHIBHOTO KOHTPOJIS M YIPaBIEHUS IpoleccaMu 00paboTKU 1
Iepeaady MepCOHAIbHBIX JAHHBIX;

- 3aIl0UTHI IECPCOHAJIBHBIX JAHHBIX OT HC3AKOHHOTI'O PACIIPOCTPAHCHUH.



Ieaun 3a1mMTHI

OCHOBHOM 11€J1bI0, HA IOCTHKEHUE KOTOPOM HaIpaBJIE€Hbl BCE MOJIOXKEHUs HacTosmei [lonmutuku,
SIBJIICTCS 3al[UTa CyOBEKTOB MHPOPMAIIMOHHBIX OTHOIICHH OOIIecTBa OT BO3MOXHOTO HAHECEHUS UM
MaTepUaIbHOTO, (PU3UYECKOTO, MOPAITHHOTO WM HMHOTO yiiepOa, IMOCPEICTBOM CIIYYalHOTO WIIH
Hpe):[HaMepeHHoro BOSHGﬁCTBHH Ha HepCOHaHLHBIC JaHHBIC, HUX HOCHUTCIIH, HpOLIGCCbI O6pa6OTKI/I n
nepeaayn.

VkazaHHas 1ellb JOCTHIaeTCs MoCpcaACTBOM oOecreyeHUss U IIOCTOSHHOIO noaacpiKaHusa
(0] (1430)11150,¢ CBOMCTB IEPCOHAJIBHBIX JaHHBIX:

— JOCTYITHOCTH  MEPCOHAIBHBIX JAHHBIX JUISl  JICTAJIbHBIX  MOJIb30BaTele  (yCTOMYMBOIO
¢byHKIMOHUpOBaHUs HMH(POpPMANMOHHBIX cucTeM OOmiecTBa, MpPU KOTOPOM TOJB30BAaTEIM HMEIOT
BO3MOXXHOCTh TIOJy4eHUS HEOOXOTUMBIX TMEPCOHAIBHBIX JAHHBIX W PE3yJabTaTOB pEIICHHS 3a7ad 3a
MIpUEMJIEMOE ISl HUX BpPEeMs);

- [[EJIOCTHOCTH M ayTEHTUYHOCTH (IIOJITBEPIKIICHUE aBTOPCTBA) IMEPCOHATBHBIX JTAHHBIX, XPaHUMBIX
1 oOpabaTeiBaeMbIX B HH(POpPMAIIMOHHBIX crucTeMax OOIIecTBa 1 nmepeaaBaeMoi 1o KaHajiaM CBSI3U;

- KOH(l)I/II[CHI_II/IaJ'IBHOCTI/I - COXpaHCHHA B TaliHE OHpeﬂCHCHHOﬁ JaCTu IICPCOHAJIBHBIX JdaHHBIX,
XPaHUMBIX, 06pa6aTLIBaeMHX H IICPCAaBaACMbIX 110 KaHaJIaM CBA3H.

Heob6xoauMmeblit ypoBeHBb JTOCTYIMHOCTH, IIEJIOCTHOCTH U KOH(MUICHIHAIBLHOCTH TMEPCOHATBHBIX
JTAHHBIX 00ECTIEYNBAETCS] COOTBETCTBYIOUIMMHI MHOXECTBY 3HAUUMBIX YIPO3 METOJAAMHU U CPEICTBAMHU.

OcHoBHbBIE 32Ja4H CHCTEMbI o0ecnevyeHus 0€30MacHOCTH MEPCOHAIBHBIX TAaHHBIX

Jns TOCTHIKEHUSI OCHOBHOW II€TM 3AIIUTHI M OOECTIeUeHHs YKa3aHHBIX CBOMCTB IEPCOHATBHBIX
JaHHBIX cHcTeMa obecneueHus WHGOpMAMOHHON OezomacHocTn OOmIEcCTBa JODKHA 00ecnednBaTh
3 PeKTUBHOE pelIeHNE CIEAYIOMUX 3a1a4:

- CBOEBPEMEHHOE BBISBJICHHE, OIICHKA M IPOTHO3HPOBAHNE WCTOYHHKOB Yrpo3 WH(POPMAIMOHHOM
0€30MMacHOCTH, NPUYMH M YCIOBHUH, CIIOCOOCTBYIOIIMX HAHECEHHIO yIiepda 3aMHTEPECOBAaHHBIM
CyOBeKTaM  WH(POPMAIOHHBIX  OTHOLICHWI, HApYIICHUIO HOPMAJbHOTO  (DYHKIHMOHUPOBAHUS
nH(popMalMoHHBIX cucTteM OO1IeCTBa,;

- CO3TaHNC MCXaHU3Ma OICPATHUBHOIO PCarupoBaHUA Ha YI'PO3bI 0€30IMacHOCTH I/IHq)OpMaI_II/II/I n
HCIraTUBHBIC TCHACHIINHN,

- CO3/IaHH€ YCJIOBHMM JUIi MUHHUMHU3ALMK U JIOKAIM3AlMM HaHOCHMOTIO yiiep0a HEenpaBOMEPHBIMU
NeUCTBUSAMH (PU3MUECKUX M IOPUAMYECKUX JIUI[, OCJabJieHue HETaTUBHOTO BIUSHUS W JIMKBUAALIUS
MOCJIE/ICTBUM HapyleHus: 0€30MacHOoCTH HH(popMaIuy;

- 3alUTy OT BMEIIATEIHCTBA B Mpoliecc (PyHKIIMOHUPOBaHMS HHGOPMAITMOHHBIX cucTeM OO01iecTBa
MMOCTOPOHHUX JIUII (IOCTYI K MHPOPMAIIMOHHBIM pPecypcaM JTOJDKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHBIC
B YCTAHOBJIEHHOM TOPSKE MOJIb30BATENN);

- pasrpaHlyeHue JOCTyIa Iojb3oBaTeneil K MHPOPMAIMOHHBIM, anmnapaTHbIM, MPOTPAMMHBIM U
UHBIM pecypcam OOmiecTBa (BO3MOKHOCTB JIOCTYIA TOJBKO K TEM PecypcaM U BBIIOJIHEHHUS TOJIBKO TeX
ornepanuii ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM IIOJIb30BATENSIM Ui BBINOJIHEHUSI CBOMX
CITy>K€OHBIX 0053aHHOCTEH), TO €CTh 3aIUTY OT HECAHKLIMOHUPOBAHHOIO JOCTYIIA;

- oOecrnieueHre ayTeHTU(UKAIMKM T0Jb30BaTeNel, yJacTBYIOIUX B HHGPOPMAIMOHHOM OOMEHe
(moaTBEep)KAEHKUE MOATUHHOCTH OTIIPaBUTENS U NOJdy4yaTels nHpopMalun);

- 3alUTy OT HCC&HKHHOHHpOBaHHOﬁ MO,[[I/I(I)I/IKaI_II/II/I HCIIOJIb3YCMBIX B I/IH(I)OpMaL[I/IOHHLIX CHUCTEMax
OGH.[CCTBB. MNpOrpaMMHBIX CPCIACTB, a@ TAKKC 3allUTy CUCTEMbI OT BHCAPCHUA HCCAHKIMOHHPOBAHHBIX
mporpamm, BKiIrO4ass KOMIIbIOTCPHEIC BUPYChI;

- 3alUTy I/IH(I)OpMaI_II/II/I OrpaHUYCHHOI0 MOJIb30BAHUA OT YTCUKU IO TCXHUYCCKUM KaHAJIaM IIpU €€
o6pa60TKe, XPAaHCHUH U IIEpCaavuc 110 KaHaJlaM CBS3H.



OcHOBHbBIE NMYTH pelICHUA 32249 CUCTEMbI 3aIIIUTHI
ITocTaBieHHBIE OCHOBHBIC IIEIHN 3aIIUTHI PEIICHUC TTEPCUYUCIICHHBIX BBIIIC 3aa4 JOCTUTAalOTCA:

— CTPOTHM YYETOM BCEX TMOJUICKANIMX 3alIUTEe PecypcoB WMHGOPMAIMOHHBIX cucTteM OOmecTBa
(ur(opMaruH, 3a71a4, TOKYMEHTOB, KAHAJIOB CBSI3H, CEPBEPOB, aBTOMATU3UPOBAHHBIX PA00UUX MECT);

- BEJICHHUEM JXypHaja JACWCTBUI MEpCOHAaja, OCYUIECTBISIOMIEI0 00CTYKHUBAaHUE U MOAM(PUKALINIO
IPOTPaAaMMHBIX M TEXHUYECKHX CPEACTB MHPOPMALMOHHON CUCTEMBI;

- HOJ'IHOTOﬁ, peaﬂBHOﬁ BBIITIOJTHUMOCTBIO U HEIIPOTUBOPCUUBOCTHIO Tpe6OBaHI/Iﬁ OpraHu3alMOHHO-
pacrnopAIUTCIbHBIX TOKYMCHTOB O6H_[eCTBa I10 BOIIpOCam obOecrieyeHnss 0€30aCHOCTH I/IH(i)OpMaHI/II/I;

— MOATOTOBKON  JOJPKHOCTHBIX JHUI[ (COTPYAHHKOB), OTBETCTBEHHBIX 324 OpraHHM3aINI0 U
OCYIIIECTBIICHUE MPAKTHYECKUX MEPOIPUSTHI M0 00eCTieueHrI0 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX U
MPOIIECCOB X 00PabOTKH;

- HaJIeJICHUEM KaXJIOro COTpyJAHHKAa (T0JIb30BaTENsl) MHUHUMAJIBHO HEOOXOAUMBIMH  JJIs
BEITIOTHEHUS WM  CBOMX (YHKIIMOHAIBHBIX OOSI3aHHOCTEH IMOJHOMOYHSIMH TIO JOCTyNy K
nH(popMalMOHHBIM pecypcaM OO111ecTBa,;

— YETKUM 3HAHHEM W CTPOTUM COOJIFOJICHUEM BCEMH IOJIB30BATEISAMU HH(DOPMAIMOHHBIX CHCTEM
OO6mecTBa TpeOOBaHMI OPTraHU3AMMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB IO BOIpOcaM oOecrevYeHUs
0e30nacHOCTH HH(POPMAIIHH,

- MEPCOHAIBHOW OTBETCTBEHHOCTHIO 32 CBOM JCUCTBHUS KaXKIOTO COTPYIHHMKA, B PaMKax CBOHX
(GYHKIIMOHATBHBIX 005S3aHHOCTEH UMEIOIIETo AOCTYI K MH(OpMalnOHHBIM pecypcam OOIIecTBa;

- HENpPEpPBIBHBIM  MOJACPKAHUEM  HEOOXOIMMOrO  YpOBHS  3alUIIEHHOCTH  3JIEMEHTOB
nHbopMaMoOHHOH cpeapl OOmecTBa,

— MpUMEHEHHEM (U3NYECKUX U TEXHMUYECKUX (TpOrpaMMHO-aIapaTHbIX) CPEACTB 3al[UThI
PECYPCOB CUCTEMBI U HEMPEPHIBHON aJIMUHUCTPATUBHON MOJACPKKON UX HCTIOIH30BAHUS;

- 3G GEKTUBHBIM KOHTPOJIEM HaJ COOJIIOJCHHEM II0JIb30BaTe/IIMU HWH(GOPMALIMOHHBIX PECYPCOB
ObuiecTBa TpebOBaHUM 10 0OecTIeYeHUIO O€30M1acCHOCTH NH(OPMAaLINN;

- IOpI/I,I[I/I‘{CCKOﬁ 3alIUTON HHTCPECCOB O6IJ_ICCTB21 Ipu B3aHMOJCHCTBUM C  BHEIIHHUMH
OopraHu3anusamMu (CBHS&HHOM ¢ 0OMeHOM NEpCOHAIbHBIMU I[aHHI;IMI/I) OT IPOTUBOIIPABHBIX ﬂeﬁCTBHﬁ, Kak
CO CTOPOHBLI 3JTHUX opraHmauHﬁ, TaK W OT HCECAHKIMOHWPOBAHHBIX nencTBuit 06CJ'Iy)KI/IBaIOHICFO
IepcoHalia U TpCTbUX JINII.

4 OcHOBHbIE NPUHIUIBLI MOCTPOCHUS CUCTEMbBI 0e3omacHocTH NEePCOHANBbHBIX JAHHbIX

[TocTpoenue cuctembl, oOecriedeHus O€30MaCHOCTH TMEePCOHANBHBIX MaHHBIX (OOmecTBa, U ee
(GYHKIIMOHUPOBAHKWE JOJDKHBI OCYIIECTBISATECS B COOTBETCTBUU CO  CIEAYIOIIMMU OCHOBHBIMH
HpI/IHHI/IHaMI/I:

3aKOHHOCTDH

[Ipeamonaraer oCcymiecTBICHNUE 3alTUTHBIX MEPONPHUATANA W Pa3padO0TKy CHUCTEMBI O€30MaCHOCTH
MePCOHANBHBIX AaHHBIX (OOIIecTBa B COOTBETCTBUU C ACHCTBYIOIIUM 3aKOHOJATENILCTBOM B oOIacTu
3al0UTBl TCPCOHAJIBHBIX JAaHHBIX, a TaKXC APYIrux 3aKOHOAATCIbHBLIX AaKTOB IIO 0e30MacHOCTH
unpopmanun P®D, ¢ npuMeHeHHEM BceX JO03BOJCHHBIX METOJOB OOHApPYKEHUsS U TpeceueHus
MpaBOHapylleHU mnpu paboTe C NepCcOHANbHBIMH JaHHBIMU. llpuHsATBIE Mepsl Oe30macHOCTH
MEPCOHAJIBHBIX JAHHBIX HE JIOJDKHBI MPENATCTBOBATh JOCTYIY IPAaBOOXPAHUTENIbHBIX OPraHoB B
MPEeyCMOTPEHHBIX 3aKOHOAATEIBLCTBOM CIyYasX.

Bce monp3oBatenu wHQOpManuoHHOW cuctembl OOIIecTBa JODKHBI UMETh MpPEJCTaBICHHE 00
OTBETCTBEHHOCTH 3a MPaBOHAPYIIIEHUS B 00J1aCTH 00pabOTKH MTEPCOHAIBHBIX JIAHHBIX.



CHucTeMHOCTD

CHUCTEeMHBIN TOIXO0I K MTOCTPOSHUIO CHUCTEMBI 3aluThl HHGopManuu B OOIIEcTBe Mpenoiaract
y4eT BCEX B3aUMOCBSI3aHHBIX, B3aUMOJCHCTBYIONIUX U MU3MEHSIOIIMXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUMI
u (HaKTOpOB, 3HAYUMBIX JUIsI TOHUMAHHS H pPEHICHUS NpoOiemMbl obecredeHus 0e30MacHOCTH
MEPCOHAJIbHBIX TAHHBIX.

[Tpu co3anum CUCTEMBI 3alIUThI JOJDKHBI YUYUTHIBATHCS Bee caadble 1 Hanboliee ysi3BUMbIe MeCTa
nHpopManMOHHbIX cucTeM OOIIecTBa, a TAaKXKe XapakTep, BO3MOXKHBIE OOBEKTHI M HANIPABJICHHS aTaK Ha
HEe CO CTOPOHBI HapyuIuTenel (0COOEHHO BBICOKOKBAIM(UIMPOBAHHBIX 3JI0YMBIIIJICHHUKOB). Cuctema
3alIUTHl JIOJUKHA CTPOUTHCA C YYETOM HE TOJBKO BCEX H3BECTHBIX KAaHAJIOB INPOHUKHOBEHMS U
HECaHKIMOHUPOBAHHOTO JOCTyma K HWHPOpMAIMM, HO M C YYE€TOM BO3MOXKHOCTU TMOSBJICHUS
IIPUHLMIIHAIBHO HOBBIX IYTEH peanu3anuu yrpo3 0€3011acHOCTH.

KoMmiekcHocTh

KommuiekcHOe  HCIIONIb30BAaHME METOAOB M CPEACTB  3alIUThl KOMIIBIOTEPHBIX CUCTEM
IPEJIoaraeT CorIaCOBAaHHOE IPUMEHEHHE PA3HOPOAHBIX CPEACTB IIPU MOCTPOCHUU LIEIOCTHOM CUCTEMBI
3alUThl, IEPEKPHIBAIOLIECH BCE CYIIECTBEHHbIE (3HAUMMBbIE) KaHAJIbl peaJu3alliy YIpo3 U HE coJeprKallen
clabbIX MECT Ha CThIKaxX OTJEJNbHBIX €€ KOMIIOHEHTOB. BHemHss 3amuTa J0JKHa 00ecredyuBaThCs
(1)I/ISI/I‘-I€CKI/IMI/I cpeacTBaMu, OpraHn3alifuOHHBIMU U ITPABOBBIMH MCPaMMU.

HenpepbIBHOCTH 3a1IIUTHI

Obecnieuenne 6€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX - MPOLECC, OCYIIECTBIISEMbIH PYKOBOICTBOM
OOwiecTBa, OTBETCTBEHHBIM 32 OpraHM3alli0 00pabOTKU MEPCOHANBHBIX JJAHHBIX U COTPYIHUKAMH BCEX
YPOBHEH. DTO HE TOJIBKO M HE CTOJIBKO Ipoledypa WIU IOJIUTUKA, KOTOpas OCYILECTBIIAETCS B
OIIPECIICHHBI OTPE30K BPEMEHM WJIM COBOKYIHOCTb CPEJICTB 3alUThI, CKOJIBKO ITPOLECC, KOTOPBIN
JIOJKEH TIOCTOSIHHO MJITH Ha BCEX YPOBHAX BHYTpH OOIIecTBa U Kax/blil coTpyaHuk OO1iecTBa J0KEH
IPUHUMATh y4acTHE B 3TOM Hpouecce. [lesTeabHOCTb 110 00ecneueHN0 NHPOPMaMOHHONW 6€3011acCHOCTH
SBIISIETCS COCTABHOM YacThIO MOBCEIHEBHOM aesTensHocTH OOmecTBa. U ee 3pheKTHBHOCTH 3aBUCUT OT
y4JacTus PYKOBOJACTBAa MU COTpyIHUKOB OOmectBa B oOecrieueHHMM HH(DOPMALMOHHONW Oe30macHOCTH
[IEPCOHANIbHBIX JTaHHBIX.

Kpome TOro, G0ibIIMHCTBY (PU3MUECKUX M TEXHUYECKHUX CPEICTB 3alMTHl JUIs 3()(EeKTHBHOrO
BBIIIOJTHEHUSI CBOMX (YHKIMHA HE0OXOIUMa TIOCTOSIHHAS OpraHM3alMOHHas (aIMUHHCTPAaTHBHAs)
NoJIep)KKa (CBOEBpEMEHHasi CMeHa W oOeclieyeHue MPaBHJIBHOIO XPAaHEHUS M TNPUMEHEHHs HMEH,
napoJsiei, nepeomnpeneneHre MnojaHoMouuil u T.1.). [lepepbiBel B paboTe CpeACTB 3aIMTHI MOTYT OBITh
WCIIOJIb30BaHbl 3JIOYMBIIUIEHHUKAMU ISl QHAJIM3a IPHUMEHSEMBIX METOJOB U CPEACTB 3aIIMTHI, JUIS
BHEJPEHHUS CIIELMATIbHBIX MPOrPaMMHBIX M amnMapaTHbIX "3aKiaaloK" M JPYTHX CPEACTB MPEOJI0JICHUS
3aIUTHI.

CBOeBpeMeHHOCThH

Hpez[nonaraeT prC)K,I[aIOIJ_II/Iﬁ XapakTep MCEp obecneueHrss 0€30MaCHOCTH NEpCOHAIIBHBIX
AAaHHBIX, TO €CTh MOCTAHOBKY 3aaa4 I10 KOMIIJICKCHOM 3alIUTC NEPCOHAIBHBIX TaHHBIX W p€ajin3aluo MEp
obecnieueHus 0E30MaCHOCTH MNEPCOHATIBHBIX NAHHBIX HA PAHHHUX CTaAUAX pa3pa60TKH I/IH(l)OpMaI_II/IOHHBIX
CHUCTEM B IICJIOM U UX CUCTEM 3alllUTHI, B HaCTHOCTH.

Pa3paboTka cucTeMBbl 3aIUTHI TOJKHA BECTUCH MApallIeNIbHO C Pa3pabOTKON U pa3BUTHEM CaMOi
3aluIaeMol MH(MOPMALIMOHHOW CHCTEMBbI. JTO IMO3BOJIUT Y4ecTb TpeOoBaHMsS OE€30MacCHOCTH IpH
MPOEKTUPOBAHUN APXUTEKTYpPhl M, B KOHEUHOM cueTe, co3Aarh Ooyee apPeKTHBHbIE (KaK IO 3aTpaTam
pECypcoB, TaK M 110 CTOMKOCTH) CUCTEMBI, 00JIaAAI0IIUE JOCTATOYHBIM YPOBHEM 3alIUICHHOCTH.

HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHUE

[Ipeamonaraet MOCTOSIHHOE COBEPIICHCTBOBAHNUE MEP M CPEJICTB 3AIUTHI MEPCOHATBHBIX JAHHBIX
Ha OCHOBE IIPEEMCTBEHHOCTH OPTaHM3ALMOHHBIX U TEXHUYECKUX PEIICHUH, KapOBOTO COCTaBa, aHAIM3a
(dbyHKIMOHUPOBaHUS WHGOPMAITHOHHBIX crucTeM OOIIEeCTBa M CHCTEMBI €€ 3alIUThI C YIETOM U3MEHEHUH
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B METOJIaX U CpPEJACTBaxX IepexBara MH(OpMAIMK, HOPMAaTUBHBIX TPEOOBAaHUIL MO 3alUTE, JOCTUTHYTOTO
OTEUECTBEHHOTO M 3apyOEKHOTO OIbITa B 3TOW 00JIACTH.

PasymHas 10cTaTo4HOCTh (AKOHOMMYECKAS 11e71eC000Pa3ZHOCTD)

[Ipenmonaraer COOTBETCTBUE YpPOBHSI 3aTpaT Ha obOecriedyeHHe Oe30MacHOCTH IMEPCOHATbHBIX
JAHHBIX [IEHHOCTH WH()OPMAIIMOHHBIX PECYpCOB M BEIIMYMHE BO3MOXKHOTO yIIepda OT MX pa3rialicHHUS,
yTpaThl, yTE€UKH, YHUUYTOXKEHHS U UCKaxeHHs. lcmomb3yemble Mepbl M CpelcTBa OOeCHeHEeHUS
Oe3omacHOCTH WH(POPMAIMOHHBIX PECYpPCOB HE JOJDKHBI 3aMETHO YXYIIIATh 3PrOHOMHYECKHE
MoKa3areiau paboThl KOMIIOHEHTOB MH(GOPMAIIMOHHBIX cucTeM OO1ecTBa.

Hepconaﬂbnaﬂ OTBECTCTBCHHOCTD

[Ipenmonaraet BO3JIOXKEHHE OTBETCTBEHHOCTH 3a oOecliedyeHHe Oe30MacHOCTH IEepCOHATBHBIX
JaHHBIX M CHCTEMbl MX OOpaOOTKM Ha KaXIOro COTpyIHHKa B IpeaeiiaXx ero mojiHomouuid. B
COOTBETCTBUH C TUM IIPHHIMIIOM pacIpeeliCHUue paB U 00s13aHHOCTEH COTPYAHMKOB CTPOUTCS TAaKHM
o0pa3zom, 4ToObI B ciyyae JI000r0 HapymIeHHs KPyr BUHOBHHMKOB ObUI YETKO M3BECTEH WM CBEJCH K
MHHUMYMY.

MunuMusanus nNoJTHOMOYHN

O3HavaeT MpenocTaBiICHUE TOJIb30BATEISIM MUHHMAJIbHBIX MpPaB JOCTYNAa B COOTBETCTBHU CO
City)e0HOM Heo0X0aUuMOCThI0. J[OoCTyl K MepCOHAIbHBIM JaHHBIM JOJKEH MPEIOCTaBISATHCS TOJIBKO B
TOM cllyd4ae W 00beMe, €CaM 3TO HEOOXOAMMO COTPYIHHMKY JJIsl BBIMOJHEHHS €ro JOJDKHOCTHBIX
00s13aHHOCTEN.

HUcknrovenne KOHQPJINKTA HHTEpecoB (pa3aesieHne (PYyHKIUI)

OddextuBHas cucrema obecriedeHUss WHPOPMAIMOHHON OE30IMACHOCTH TMPEIOoaraeT 4YeTKOe
pazneneHrue OOS3aHHOCTEM COTPYIHUKOB W HCKIIOUEHHUE CHUTYyaluil, korja cdepa OTBETCTBEHHOCTH
COTPYIHUKOB JonyckaeT KOH(MIUKT wuHTEepecoB. Cdepsl NOTEHIUANBHBIX KOHMIMKTOB JTOJIKHBI
BBISIBJISITHCSl, MUHUMHU3UPOBATHCSA, U HAXOAMUTCS IOJ] CTPOTMM HE3aBUCHMBIM KOHTposieM. Peanuzanus
JAHHOTO TPHUHIMIA TPEarosaraeT, 4ro HE OJMH COTPYIHUK HE JODKEH HMMETh MOJHOMOYHUM,
MO3BOJISIIOIIUX €My E€IUHOJIMYHO OCYIIECTBISITh BBHINOJHEHHE KPUTHYHBIX omepanuil. Hanenenue
COTPY/IHUKOB TIOJIHOMOYUSIMH, TOPOKIAIOMIMMUA KOH(DJIUKT HWHTEPECOB, [aeT €My BO3MOXXHOCTh
MO/TACOBBIBATh WH(OPMAIIMI0O B KOPBICTHBIX IENAX HMIW C TEM, YTOOBI CKpPBITH MPOOIEMBI WM
MMOHECEHHBbIE YOBITKU. J[JI CHMXKEHUs PUCKa MaHHUITYJIUPOBAHHS TEPCOHATBHBIMU JAaHHBIMU U PHUCKa
XUIIEHUs, TaKKe TIOJTHOMOYHS JOKHBI B MAKCHMaJIbHO BO3MOKHOUM CTEMEHH OBITH pa3/IeeHbl MEXIY
pa3IMYHBIMU  COTPYIHMKaMU WM  monpasnaeneHusMu  OOmectBa. Heobxogumo  mpoBOAUTH
MEePUONYECKHE TMPOBEPKU OOA3aHHOCTEH, (QYHKUMNA M NEATETbHOCTH COTPYIHHKOB, BBITOIHSIOIIUX
KJIFOUEBBIC (PYHKITUH, C TEM, YTOOBI OHU HE UMETH BO3MOKHOCTH CKPBIBATh COBEPIIIEHUE HEMTPABOMEPHBIX
neiicteuii. Kpome Toro, He06X0AMMO TPUHUMATH CIIEIUATBHBIE MEPHI TI0 HEJIOMYIIIEHUIO CTOBOPA MEXKIY
COTPYIHUKAMH.

B3aumoaeiicTBHe U COTPYAHHUYECTBO

[Ipeanonaraer co3manue OnarompustTHOM atMmocdepbl B KosuiekTuBe OOmectBa. B Takoit
OOCTaHOBKE COTPYIHHUKU JOJDKHBI OCO3HAaHHO COOJIO/IaTh YCTAHOBJIEHHBIE INpaBUJIa U OKa3bIBaTh
COJICHICTBHE JI€ATEIbHOCTH OTBETCTBEHHBIM 3a OpraHU3alnio0 00pabOTKH NEPCOHANIBHBIX JaHHBIX.

BaxxubIM 351eMeHTOM 3¢ (HEKTUBHON cHCTEMBI 0OecTiedeHns: O€30MaCHOCTH MEePCOHATBHBIX JaHHBIX
B OOmiecTBe fBISETCS BbICOKAs KyJabTypa paboTbl ¢ uHpopmanuei. PykoBoacTtBo OOmiecTBa Hecer
OTBETCTBEHHOCTh 3a CTpPOroe COONIIOJIEHHME JSTHYECKUX HOPM M CTaHJIApTOB MNpodecCHOHAIbHOM
NEATEIbHOCTH, MOJYEPKUBAKOUIEH W JEMOHCTPUPYIOIIEW NEPCOHATy Ha BCEX YPOBHSAX BaXKHOCTh
obecriedeHuss MHpopMaloHHON Oe3omacHocT OOmectBa. Bee corpynnuku OOmecTBa  JTOJKHBI
MMOHUMAaTh CBOIO POIIb B Tpoliecce obecredeHnst HHQOPMAIMOHHON 0e30MacHOCTH ¥ IPUHUMATD Y9acTHe
B 3TOM mpouecce. HecmoTps Ha TO, 4YTO BBICOKass KyJabTypa oOecreueHHs HHGOPMAIMOHHON
0€30MacHOCTH HE TapaHTHUPYET aBTOMATHYECKOTO JOCTIKEHHS IIeiel, ee OTCYTCTBHE CO3/1aeT OOoJbIIe
BO3MOYKHOCTEH JUIsl HapylIeHUs 0e30MacHOCTH WM HE OOHapY)XeHUs (PaKTOB ee HapyIICHUS.



I'nokocTh CHCTEMBI 3AIUTHI

Cuctema obecrieueHrss ”HPOPMAIIMOHHON 0€30MaCHOCTH J0JKHA OBITh CIIOCOOHA pearupoBaTh Ha
M3MEHEHHs BHEIIHEW cpelbl M YCIOBHH ocymiecTBieHHs: OOIIECTBOM CBOEH IesATeNbHOCTH. B umcio
TaKMX U3MEHEHUI BXOMST:

- W3MEHEHUS OPTaHU3aIMOHHON U MTaTHOHN cTPyKTYyphl O0IIIeCTBa,
- M3MEHEHHE CYIIECTBYIOIINX WU BHEAPEHUE MPUHIIUIHAIBHO HOBBIX HH(OPMAIIMOHHBIX CUCTEM;
- HOBbIE TEXHUYECKHUE CPELICTBA.

CBOMCTBO THOKOCTH CHCTEMBI 00ECIIEUeHUS HH(l)OpMaHHOHHOfI 0€30IaCHOCTH M30aBJIsIET B TAKHUX
CUTyaludax OT HGOGXOI[I/IMOCTI/I MNPUHATHA KapJAUHAJIBbHBIX MCP IIO IIOJIHON 3aMeHe CpeacTB U METOI0B
3allUThI HA HOBBIC, YTO CHHUXKACT €€ 06H_IYIO CTOUMOCTD.

OTKprTOCTL aJATroOpuTMOB U MEXAaHU3MOB 3allIUTBI

CyTb npUHIMIA OTKPHITOCTH aJITOPUTMOB M MEXaHHU3MOB 3aIIUTHl COCTOUT B TOM, YTO 3aIlUTa HE
JO0JDKHA O00ECTIeYMBaThCS TOJBKO 3a CYET CEKPETHOCTH CTPYKTYPHOH OpraHW3alid W alTOPUTMOB
(YHKLIIMOHMPOBAHUS €€ MOJCHCTEM. 3HAHHE aJrOPUTMOB pabOThI CHCTEMBI 3alUTHl HE JOJKHO JaBaTh
BO3MOYKHOCTH €€ MPEOJI0JeHU (lake aBTOpaM). DTO HE O3HAYaeT, 4TO MHPOpPMALHUsi 00 UCIOIB3yEeMBIX
CHCTEMaX U MEXaHU3MaXx 3alllUThl JOJDKHA ObITh OOILIEIOCTYITHA.

HpOCTOTa NMPUMEHCHUSA CPEACTB 3aIHUTHI

MexaHu3Mbl W METOJbl 3alIUThl JOJDKHBI ObITh HMHTYUTUBHO TIIOHATHBI M IPOCTHl B
UCTOJIBb30BaHUU. [IpUMEHEHHEe CpencTB M METONOB 3allUThl HE JOJDKHO OBITH CBSI3aHO CO 3HAHHEM
CIELUANBHBIX SA3bIKOB WM C BBIOJHEHHEM NEHCTBUM, TpeOYIOIIMX 3HAYUTENbHBIX JIOTOJHUTEIbHBIX
TpyZo3aTpaT Ipu 0ObIYHON paboTe 3apEeruCTPUPOBAHHBIX M10JIB30BATENEH, a TAK)KE HE JOKHO TpeOoBaTh
OT T0JIb30BATEJIS BBINOJIHEHUS PYTUHHBIX MAJIONIOHATHBIX €My OIleparuii.

O0G0CHOBAHHOCTH ¥ TeXHHYECKasl Peain3yeMoCThb

I/IH(I)OpMaI_II/IOHHbIe TCXHOJIOTHUH, TCXHHYCCKHUC H IPOrpaMMHBIC CpCACTBA, CpCACTBA H MCPbI
3al0UTHI NEPCOHAIBHBIX JAHHBIX HOJIKHBI OBITh pCain30BaHbl HA COBPEMCHHOM YPOBHC pPa3sBUTHUA HAYKH
1 TCXHUKH, 000CHOBAHBI C TOYKH 3pCHUSA JOCTUIKCHUS 3aJTaHHOTO YPOBHS 0e30IMacHOCTH I/IH(I)OpMaLII/II/I u
SKOHOMHYECKOU IICJ'ICCOO6p213HOCTI/I, a TaKXC JOJDKHBI COOTBETCTBOBATH YCTAHOBJIICHHBIM HOpMaM U
Tpe60BaHI/I$IM 1o OE30IMaCHOCTH NEPCOHAIbHBIX NAaHHbIX.

Cnenuaau3zanus u l'lpO(l)eCCI/IOHaJ'II/BM

[Ipeamonaraer npuBiiedeHHnEe K pa3pabOTKe CPEACTB U pealn3allii Mep 3allUThl MEePCOHATIBHBIX
JAHHBIX CIELMAIN3UPOBAHHBIX OpraHu3aluii, Hanbojiee MOJArOTOBIEHHBIX K KOHKPETHOMY BUAY
NESTeNbHOCTH 10 O0EClevYeHUI0 0e30MacHOCTH HMH(OPMAIMOHHBIX PECYPCOB, HMMEIOIUX OIBIT
MIPaKTUYECKONH paboOThl M TOCYJAapCTBEHHBIE JIMIIEH3UU Ha IPaBO OKa3aHUS yCIyr B 3TOM OOJACTH.
Peanu3anus aAMMHUCTPAaTHBHBIX MEp M OKCIUTyaTalUsi CPEACTB 3alllUThl JOJDKHA OCYLIECTBISATHCS
npodeccnoHaNIbHO MOJrOTOBJIEHHBIMU crenuanuctamMu OO1iecTBa (OTBETCTBEHHBIMHU 33 OPraHU3alNIO
00pabOTKH MEePCOHANBHBIX JAHHBIX).

O0s13aTeILHOCTH KOHTPOJISI

HpeﬂnonaraeT 00s13aTeNIBHOCT | CBOCBPCMCHHOCTb BBIABJIICHHA W MPCCCUCHUA ITOIBITOK
HapyHICHUA YCTAHOBJICHHBIX IIpaBHII, obecnieueHusi 0e30IMaCHOCTH MNEPCOHATIBHBIX OAaHHBIX, HaA OCHOBC
HCIOJIb3YCMBIX CUCTEM U CPCACTB 3allIUThI IICPCOHATIbHBIX JAaHHBIX, ITPU COBCPHICHCTBOBAHUU KPUTCPUCB
1 METOJ0B OLICHKH 3(1)(1)6KTI/IBHOCTI/I OTUX CUCTEM U CPCIACTB.

KoHTpob 3a 1esTeabHOCTIO JIF00O0T0 MOJIb30BaTeNs, KaXKI0T0 CPEICTBA 3aUTHl U B OTHOILIEHUH
I000r0 00BEKTa 3aIUTHl JOJDKEH OCYILECTBIIATHCS HA OCHOBE NPUMEHEHUS CPEICTB ONEPATUBHOIO
KOHTpPOJIA M  PEruCTpallud M JOJDKEH OXBaTblBaTb KakK HECAaHKUUOHMPOBAaHHBIE, TAaK U
CaHKIIMOHUPOBAHHBIE IEUCTBUS NOJIb30BATEIICH.



Kpome Toro, sddextuBHas cucrema obecrnedeHus HHGOPMAIIMOHHON O€30MacHOCTH Tpedyer
HaJINYMS aIeKBAaTHOM M BCeoObeMITIONIEH HH(OPMAIIMK O TEKYIIEM COCTOSHUM IPOLIECCOB, CBSI3aHHBIX C
IBIKEHHEM HMH(OpMAIMM U CBEJCHHUN O COOJIIOJICHMH YCTAHOBJICHHBIX HOPMAaTHBHBIX TpeOOBaHUH, a
TaKXe JOINOJIHUTEIbHON HMH(OpPMalUKM, UMEIOIIEH OTHOUIEHHWE K NpUHATHIO pemeHuid. Mudopmarus
JO0JDKHA OBITH HA/IeKHOM, CBOEBPEMEHHOM, JOCTYITHON M MPABUIBLHO 0()OPMIIEHHOM.

Henocratkn  cuctembl  oOecrniedyeHus  MH(OpPMAnMOHHOW  O€30MaCHOCTH,  BBISBICHHBIC
coTpyaHukamMu OOmecTBa TOKHBI HEMEUIEHHO JOBOAMTHCSA N0 CBeAeHMs pykoBoautens OOmiecTBa U
OIIEpaTUBHO YCTPAHATHCA. BOIpPOCHI, KOTOpBIE KaXyTCsl HE3HAYUTEIbHBIMU, KOT/IA OTAEIIBHBIE IIPOLECCHI
paccMaTpuBarOTCsA U30JIMPOBAHHO, MPU PACCMOTPEHUH MX HApsAy C JAPYrMMH aclleKTaMHM MOTYT yKa3aTb
Ha OTpULATENbHbIE TEHICHLIMHU, TPO3SIIMe MEepepacTd B KPYIHbIE HEJOCTaTKH, €CIM OHM He OyayT
CBOEBPEMEHHO YCTPAHEHBI.

5 Mepsbl, MeTOABI B CPeICTBa o0ecnedeHUus1 TPedyeMoro ypoBHs 3a1UThl HHGPOPMALMOHHBIX
pecypcoB

Meps! obecnieyeHusi HHPOPMAMOHHOI 0€301IACHOCTH

Bce MCPBLI obecreyeHnst 0€30MacCHOCTH I/IH(I)OpMaI_II/IOHHLIX CHUCTEM O6H.[CCTBa moApa3aACIAr0TCA
Ha:

— MIPaBOBbIE (3aKOHOIATENIbHEIC);

— MOPaIbHO-ITHYECKUE;

— TEXHOJIOTUYECKHUE;

- OpraHMU3alOHHbIE (aIMUHUCTPATUBHbIE);

— ¢busnveckue;

- TeXHUYECKUE (anmapaTypHbIE U POTPaMMHBIE).
3akoHoaaTe/bHbIE (IPABOBbIE) MePbI 3N THI

K mpaBoBbIM MepaM 3aIUThl OTHOCSTCS IEUCTBYIOIINE B CTPAHE 3aKOHBI, YKa3bl U HOPMATUBHBIE
aKThI, PETJAMEHTUPYIONINE TTpaBuia oOpalIieHusl ¢ MePCOHATIbHBIMU JIAHHBIMU, 3aKPETUISIOIIUE TIpaBa U
00513aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOIIIEHUH B Mpollecce X 00padOTKH U UCIIOIb30BaHUs, a
TaKKe YCTaHABIIMBAIOIINE OTBETCTBEHHOCTH 32 HAPYIIIEHUS STUX MpaBmil. [IpaBoBbIe MEpPHI 3aIIUTHI HOCST
B OCHOBHOM YIPEXAAOIMNNA, MPOPIIAKTUYECKUN XapakTep U TPeOYIOT MOCTOSHHON pa3bsiCHUTENbHOU
paboTHI C TOJIL30BATENISIMU M OOCTYKHUBAIOIINM TIEPCOHATIOM HH(POPMAIIMOHHBIX cucteM OO01ecTBa.

Mopaan0-3anec1cne M€EPbI 3aIIMThI

K MopanbHO-3THUECKMM MepaM OTHOCATCS HOPMBI TIOBEJIEHUS, KOTOpbIE TpPaJULMOHHO
CIIO’KWJIMCh WM CKJIA/IBIBAIOTCS [0 MEpE pacipoCTpaHEeHUs! HHPOPMALMOHHBIX TeXHOoJIorui B Ob1iecTse.
OTu HOpMBI OoNbllIEH YacTbl0 HE SBISIOTCA 00S3aTEIbHBIMU, KaK 3aKOHOJATENBbHO YTBEP)KICHHbBIE
HOpPMATHBHBIE aKThl, OJHAKO, UX HECOOJIOJAEHUE MOXKET NMPUBECTH K MaJICHUIO aBTOPHUTETA, MPECTHKa
yenoBeKa, rpynmnsl Jul uiau OOmiecTBa B 11e0M. MOpalibHO-3TUYECKUE HOPMBI OBIBAIOT KaK HEMMCAHBIE,
TaK M MHUCaHble, TO €cTh O(QOpPMIICHHBIE B HEKOTOPbIM cBOA (ycTaB) NpaBWI WM HPEANHCAHHMA.
MopanbHO-3THUECKHE MEpbI 3alUThl ABISIOTCA NPOPUIAKTHUECKUMU U TPEOYIOT MOCTOSIHHOW paboThI
10 CO3JJaHUIO 3J0POBOTO MOPAJIbHOTO KJIMMaTa B KOJIJIEKTUBE.

TexHoJ0rN4YecKne MEPLI 3alIMThI

K manHOMY BHIYy Mep 3alIUTBl OTHOCSITCSI Pa3HOIO POJa TEXHOJIOTMUYECKUE PELIEHUS U IIPUEMBI,
OCHOBaHHbIE Ha MCIIOJIb30BAHUM HEKOTOPBIX BHUAOB M30BITOUHOCTH (CTPYKTYpHOU, (DYHKLIHMOHAJIBHOM,
MH(GOPMAIIMOHHOM, BPEMEHHOM M T.N.) U HaIlpaBJCHHbIE Ha YMEHbIICHHE BO3MOKHOCTH COBEPILEHHS
COTPYJHUKAaMHU OIIMOOK U HApYIICHUH B paMKaX MPeI0CTaBIEHHBIX UM MPaB U MOJTHOMOYMIA.

Opranu3annoHHble (A/AMMHUCTPATHBHbIE) MEPbI 3aIIUThI



Opranu3aluvoHHble (aAMUHUCTPATUBHBIE) MEphl 3alIUTBI - 3TO MEPhl OPraHU3ALMOHHOIO
XapakTepa, periiaMeHTHpYIoUIe Mpolecchl (YHKIMOHUPOBAHUS CHUCTEMbI 0OpabOTKH MEpPCOHANbHBIX
JAaHHBIX, UCIIOJB30BAaHUE €€ PECYPCOB, NEATEIBHOCTh OOCIYKHMBAIOIIErO NEPCOHANA, a TAKXKE IMOPSI0K
B3aMMOJICICTBUS TOJb30BaTeNIed C CHUCTEeMOM TakuM oOpa3oM, 4YTOObl B HauOOJbIICH CTENEHU
3aTPyJHUTh WM HCKIIOYUTH BO3MOXHOCTh pEATH3aIlMM Yrpo3 OE30MacHOCTH WM CHU3HTH pa3Mep
MIOTEPH B CIIy4ae UX peaU3aluu.

(I)OpMI/IPOBaHI/Ie MOJUTHKH 0€30IACHOCTH

['maBHasi 1enb agMUHUCTPATHUBHBIX MeEp, NPEANPUHHMAEMBbIX Ha BBICIIEM YIPAaBICHYECKOM
ypoBHE - chOPMHUPOBATH MOJUTHKY B 00JacTH oOecriedeHus] OE30MaCHOCTH MEPCOHATBHBIX JTaHHBIX
(oTpakarolryro MOoAXOoAbl K 3alllUTe MEePCOHANBHBIX JAHHBIX) U OOECHEUUTh €€ BBINOJHEHUE, BbIIEISA
HEO0XOAUMBIE PECYPCHI M KOHTPOJIUPYS COCTOSTHHE eIl

C npakTHuecKoi TOYKH 3pEeHUs MOJUTHKY B 00s1acTH obecrneyeHns 0e30MacHOCTH MEePCOHATIbHBIX
nanHbpIX B OOmiecTBe nenecoodbpa3Ho pa3ouTh Ha 1Ba ypoBHs. K BepXHEMy ypOBHIO OTHOCSTCS pEIICHUS
PYKOBOJICTBa, 3aTparuBaroiiue aesresbHocte Obmiecta B 1iesoM. [loauTruka BepxHEro ypoBHs J10JKHA
YEeTKO 04epTUTH chepy BIMSHUSA M OTPaHUYCHUS NIPU ONpEACTICHUHN 1eJei 0€30IacHOCTH MePCOHATBHBIX
JAHHBIX, ONPEIEIUTh KaKUMH pecypcaMu (MaTepuallbHble, CTPYKTYPHbIE, OpraHU3allMOHHbIE) OHU OyAyT
JOCTUTHYTBl, W HAaWTH pa3yMHBIH KOMIIDOMHCC MEXIy NpPUEMIIEMbIM YPOBHEM O€30IaCHOCTH M
(GYHKLIHOHATIBHOCTBIO.

ITonuTHKa HIKHETO YPOBH:, ONPCACIIACT MPOUCAYPHI, U ITPpaBUJia JOCTHIKCHUSA ueneﬁ " pCHICHUA
3aJga4 0e30IacHOCTH NEPCOHAJIBHBIX NAHHBIX U JCTAIU3UPYCT (pernaMeHTI/IpyeT) OTH IIpaBHJIA:

- KaKOBbI pOJIKM H 00s13aHHOCTH AOJDKHOCTHBIX JIMI, OTBCYAIOIIMUC 3a IIPOBCACHUC IIOJIMTUKHU
0€30IMMacCHOCTH MTePCOHATBHBIX JTaHHBIX;

- KTO MUMEET I1paBa JOCTYIA K NEPCOHAIBHBIM JAHHBIM, KTO U IIPU KaKUX YCIOBUAX MOXKET YATATh U
MOJU(UIMPOBATH TIEPCOHAIBHBIC JAHHBIC U T. 1.

ITonuTrka HUXKHETO YPOBH: JOJIPKHA:

- npeaycMarpuBarb PpCriaMCHT I/IH(i)OpMaIII/IOHHbIX OTHOMGHHﬁ, HCKIIIOYAKIINX BO3MOXHOCTH
IMPONU3BOJIbHBIX, MOHOITOJBbHBIX MJIM HECAHKIIMOHHUPOBAHHBIX I[CflCTBI/IfI B OTHOIIICHUHU I/IH(l)OpMaIII/IOHHBIX

pecypcos;

- OMPCACIIATE KOAIMIHUOHHBIC W HCPAPXHUYCCKUEC NPUHOUIIBI U METOJAbI PAa3ACICHUA CCKPETOB U
pasrpaHUYCHUA AOCTYIIA K MIEPCOHAIBHBIM JJaHHBIM,

- BbIOMpATh MpOrpaMMHO-TeXHMUYeckHe (ammapatHble) cpeactBa mnpotuBoaeicteus HC,
ayTeHTU(UKALMU, aBTOPU3ALMH, UACHTU(PHUKAIMN U IPYTUX 3alIUTHBIX MEXaHU3MOB, 00€CIeUNBAIOIINX
rapaHTUU pean3aliy paB U OTBETCTBEHHOCTU CYOBEKTOB MHPOPMAIIMOHHBIX OTHOIIEHUH.

Pernamenranus A0CTYIIA B IOMEIICHUSA

Kommnonentsr undopmaimoHasix cucreM OOIIecTBa JOKHBI pPa3MENIaThCcsl B MOMEIICHUSX,
HAXOJSIIUXCS TIOJT OXpPaHOW WIM HaONIOJIEHHWEM, HCKIIOYAIONIUM BO3MOXKHOCTh OECKOHTPOIBHOTO
MIPOHUKHOBEHUSI B TIOMEIIECHHUS] TOCTOPOHHHMX JIUI[ W 00ECIeunBaronuM (HU3UIECKYI0 COXPAaHHOCTH
HAXOJSIIUXCS B TIOMEUICHUH 3alllUIaeMbIX pecypcoB (mokymeHToB, APM wu T.m.). YOopka Takux
MTOMENICHUN JIOJDKHA TIPOU3BOAWTHCS B TPUCYTCTBHU OTBETCTBEHHOTO COTPYIHUKA, 332 KOTOPBIM
3aKpeTJICHbl JIaHHbIE KOMIIOHEHTHI, C COOJII0JIEHHEM Mep, UCKIFOUYAIONINX JOCTYN MOCTOPOHHUX JIHIl K
3aIUIIaeMbIM HHHOPMAITHOHHBIM PECYpPCaM.

Bo Bpemsi 00paOOTKM MEPCOHAIBHBIX JAAHHBIX B TaKUX MOMELICHUAX JOJDKEH NMPUCYTCTBOBAThH
TOJIBKO T€pPCOHaN, [OMYyIIEHHbII K paboTe ¢ MepcOHaIbHBIMU JaHHBIMU. 3alpeliaeTcss pHUeM
MOCETUTENIeH B OMEIIEHUSX, KOT[a OCYILECTBIIIETCS 00paboTKa MepCOHAIBHBIX TAHHBIX.

IIo oxonuanumn pa60qero AHA, TOMCHICHHSA, B KOTOPBIX pPasMCIIarOTCA KOMIIOHCHTHI
I/IH(I)OpMaI_[I/IOHHLIX CHUCTEM OGH_ICCTBa, JAOJIKHBI 3alTUpaThCA Ha KIIIOY.
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B cinywae ocHamieHMs TIOMEIICHWM CPEICTBAMM OXPAaHHOM CUTHAIM3AalUH, a Takke
aBTOMATHU3MPOBAaHHOW CHCTEMOW MpUEMa U PETHCTPallMi CUTHAJIOB OT 3THX CPEACTB, IPUEM-Cllada TaKUX
MIOMEIICHUH MO/ OXpaHy OCYIIECTBIISACTCS HA OCHOBAHUH CIIELUAIBHO pa3padaThIBAEMO WHCTPYKIIHH.

PernnamMeHTanusi 10MycKa COTPYAHMKOB K HCIIO0JIb30BaAHUIO HHGOPMALMOHHBIX pecypcoB

B pamkax pa3spemurenbHON cUCTeMbl (MAaTpUILIbI) JOCTYIA YCTAHABIMBACTCS: KTO, KOMY, KaKyrO
nH(OPMALIKIO U I KaKOT0 BUJIA IOCTYIA MOXKET MPEJOCTABUTh U MPU KaKUX YCIOBUSIX.

Jomyck monbp3oBateneld Kk padore ¢ mHPpopMaAMOHHBIME cucTeMamu OOmiecTBa U JAOCTYI K €€
pecypcaMm JIOJKEH OBbITh CTpOro perjiaMeHTupoBaH. JI1oOble M3MEHEHHUsi cocTaBa W IMOJHOMOYMI
MOJIb30BaTeICH MOoACUCTEM NOJIKHBI IPOU3BOANUTLCA YCTAHOBJICHHBIM ITOPAAKOM.

VPpOBEHb IOJHOMOYHMIA KaXKIOTO IOJb30BATEINSl ONPEICIseTCss HHAWBUIYAIBHO, COOJIOIast
CIIeAYIOIINE TPEOOBAHMS:

- KOKIBIA COTPYIHUK IOJNb3YEeTCAd TOJIBKO IPEANHCAHHBIMM €My IIpaBaMH II0 OTHOLICHHUIO K
NEPCOHATBHBIM JIaHHBIM, C KOTOPBIMH €My HeoOxonuma paboTa B COOTBETCTBHM C JOJDKHOCTHBIMHU
oOsi3aHHOCTAMM. Pacumimpenue npaB JocTynma M IPEJOCTaBI€HHE JOCTyHa K JAOHNOJHUTENbHBIM
MH(POPMALIMOHHBIX pecypcaM, B 00s3aTEIFHOM IMOPSAKE, TOHKHO COTJIACOBBIBATHCS C OTBETCTBEHHBIMHU
3a OpraHu3aluio 00pabOTKHU MEPCOHATBHBIX JAHHBIX;

— pykoBouTens OOmecTBa IMEET MpaBa Ha MPOCMOTP MHPOPMALIMU CBOMX MOTYMHEHHBIX TOJIBKO B
YCTAHOBJICHHBIX MPE/iesiaX B COOTBETCTBUH CO CBOMMH JIOJDKHOCTHBIMHU OOSI3aHHOCTSIMH.

Bcee corpynnuku OOmiectBa M 0OCHYKMBAIOIIMKA TMEPCOHAN, JOJDKHBI HECTH IEPCOHAIBHYIO
OTBETCTBEHHOCTH 32 HApPYIICHUS YCTAHOBJICHHOTO IMOPSIKa 00pa0OTKH IMEePCOHATBHBIX JAHHBIX, TIPABHII
XpaHeHUs, UCMOJb30BAHUS U Tepeauyd HaXOJSMIIMXCS B UX PACHOPSKECHUH 3alIMIAEMBIX PECYpCOB
cucrembl. Kaxknuprii coTpynHuk (nmpu mnpuemMe Ha padoTy) TOJKEH IOIIUCHIBATE O00S3aTEIICTBO O
COONIOCHUH U OTBETCTBEHHOCTH 3a HapyIlIeHHWE YCTAaHOBJICHHBIX TPeOOBAaHUN IO COXpPAHEHHIO
MEPCOHANIbHBIX TaHHBIX OOIIecTBa.

O6pa60TI<a MNEPCOHAJIBHBIX HOAHHBIX B KOMIIOHCHTAX I/IH(bOpMaI_[I/IOHHBIX CHUCTEM O6I_I_ICCTBa
AOJDKHA MPOU3BOAUTLECA B COOTBECTCTBHUU C YTBCPIKACHHBIMH TCXHOJIOTHYCCKUMHA MHCTPYKIIUAMMU.

Pernamenranusi npoueccoB 00C/Iy:KMBAaHUSI U OCYIIECTBJICHUS MOJAM(PHUKANMHN ANNAPATHBIX H
NPOrpaMMHBIX pPecypcoB

B mensx mnomnepxkanus pexuMa HH(GOpMAIMOHHONW O€30MacHOCTH ammapaTHO-IPOrpaMMHas
KOH(Urypalusi aBTOMaTU3UPOBAHHBIX pabo4YMX MeCT COTpyAHHMKOB OOIIecTBa, ¢ KOTOPBIX BO3MOXKEH
JOCTYH K pecypcaM HH()OPMALMOHHOW CHCTEMBI, JOJKHA COOTBETCTBOBATH KPYTY BO3JIOKEHHBIX Ha
JAaHHBIX MOJIb30BaTeNell (PYHKIIMOHATIbHBIX 0053aHHOCTEH.

B kommoHeHTax HH(I)OpMB.LIHOHHOfI CHUCTCMBI M Ha pa6OLII/IX MecCTax MOoJb30BaTelei JOJIKHBI
YCTaHABJIMBATLECA U UCITIOJIB30BATHCA JIMICH3MOHHBIC IIPOTPaMMHBIC CPEICTBA.

OlecnieyeHne M KOHTPOJb (U3MYECKOH WEJOCTHOCTH (HEM3MEHHOCTH KOH(UIypamumn)
anmnapaTHbIX pecypcoB

O6OPYI[OB3HI/IC HH(l)OpMElLIHOHHOfI CUCTCMbI, MHCIIOJIB3YyEeMOC JUJIA JOCTylla U XpPAHCHUA
NEPCOHANIBHBIX JAHHBIX, K KOTOPOMY JOCTYII 06CJIY)i(I/IBaIOII_ICFO MEepCcoHajia B MpOLECCC SKCIITyaTalluh HE
Tpe6yeTCSI, IMOCJIC HAJTaJOYHBIX, PEMOHTHBIX U WHBIX pa60T, CBA3aHHBIX C JOCTYIIOM K €0 KOMIIOHCHTaM
AOJIDKHO 3aKPBIBATHCA.

IToxOop u moaAroToOBKa NMEPCOHAA, 00yUeHHe M0JIb30BaTe el

[Tonb3oBareny HHPOPMAITMOHHBIX cucTeM OOIIeCTBa, a TAaKKe PYKOBOISAIIUN U 00CTYKHBAIOIIIHIA
MEPCOHAJT JIOJDKHBI OBITh O3HAKOMJICHBI CO CBOMM YPOBHEM ITOJHOMOYHWH, a TaKKe OpPTraHU3aIMOHHO-
pacIopsAIUTENIbHON, HOPMAaTUBHOM, TEXHUYECKOW U IKCILUTYaTallMOHHON JOKYMEHTALMEN, ONPEAEIIAIOLIEH
TpeOoBaHUs U MOPSAA0K 00pabOTKM NEpCOHANBHBIX AJaHHBIX B OOLIecTBe.
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ObecrieueHne 0€30MACHOCTH TIEPCOHANBHBIX JTaHHBIX BO3MOXKHO TOJBKO MOCIE BBIPAOOTKH Yy
M0JIb30BAaTENeH OMpeeIeHHON KyIbTypbl padoThI, T.€. HOPM, 0053aTEIbHBIX AJIS1 UCIIOTHEHUS BCEMH, KTO
pabotaet ¢ nHpopManMoOHHBIME pecypcamu OOmiectBa. K TakuM HOpMaM MOXKHO OTHECTH 3allpelieHHe
JTOOBIX YMBIIUIEHHBIX WM HEYMBINUICHHBIX ACWCTBUN, KOTOpPbIE HAapylIAlOT HOPMAJbHYIO pPaboTy
KOMITOHCHTOB WH(OPMAIMOHHBIX crucTeM (OIecTBa, BHI3BIBAIOT JOTOJHUTEIBHEBIC 3aTPaThl PECYPCOB,
HapyLIAIOT IEJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMoil HH(POpPMAIMH, HAPYIIAIOT UHTEPECHl 3aKOHHBIX
MOJIb30BaTENICH, BIIAJICNbIEB UK COOCTBEHHUKOB.

Bce mosp3oBarenn wuHpopManuoHHbIX cucTeM OOmecTBa AOMKHBI OBITh O3HAKOMJICHBI C
OpPTraHMU3AIMOHHO - PACTIOPSAUTEIHLHBIMHA TOKYMEHTAMHU M0 00ECTICUeHUI0 0€30MacHOCTH MEePCOHATBHBIX
naHHbIX OOIIecTBa, B YacTH, HMX KAacaroIICHCs, TOJDKHBI 3HATh M HEYKOCHUTEIBHO BBIMOJIHATH
WHCTPYKIIMM W 3HATh O0IME OOS3aHHOCTH MO 00eCNedYeHHI0 0e30MacHOCTH TMEPCOHAIBHBIX JTaHHBIX.
JloBeneHne TpeOOBaHWN YKa3aHHBIX JTOKYMEHTOB 0 JIMII, JOMYIIEHHBIX K 0Opa0OTKe 3allHIIaeMbIX
MEPCOHAIIBHBIX TAHHBIX, IOJKHO OCYIIECTBISATHCS MO POCIHUCH.

OTBEeTCTBEHHOCTh 32 HapyUIeHHsI YCTAHOBJIEHHOrO0 TIOPsiAKA TMOJIb30BaHHMS pecypcamMu
uHopmannoHHbix cucrem QomecTBa

Mepa OTBETCTBEHHOCTH IEPCOHANA 3a JICUCTBHS, COBECPIICHHbIC B HAPYIICHHE YCTaHOBICHHBIX
npaBui oOecrieyeHns Oe30macHOW pPabOThI C TEPCOHAIBHBIMU JITAHHBIMH, JIOJDKHA OIPEIeNSThCS
HAHECCHHBIM YIIIEpPOOM, HATMYHEM 3JI0TO YMbICIA U APYrUMHU (pakTopaMu 1Mo yCMOTPEHHIO PYKOBOJICTBA
OO6mrecTBa.

Jlns peanu3aiyy MPUHIIKMIIA [IEPCOHATBHON OTBETCTBEHHOCTH IIOJIb30BATENICH 3a CBOM JEHCTBUS
HEOOXOIUMBI;

- WHIMBUyAJIbHAS HMICHTU(DUKALUS T0JIb30BATENIC WM WHUIIMUPOBAHHBIX WUMH IPOIECCOB, T.C.
ycTaHoBieHHe 3a HUMH ujaeHTudukaropa (login, Username), Ha 6a3e KOTOPOro OyJeT OCYIIECTBISATHCS
pasrpaHUYeHHE JOCTYIA B COOTBETCTBUHU C TIPUHITUIIOM 0OOCHOBAHHOCTH JOCTYIIA;

- IpOBEPKa MOUIMHHOCTY T10JIb30BaTeell (ayTeHTH(HKALM) Ha OCHOBE IapoJieii;
- peaKIyst Ha TONBITKA HECAHKITMOHUPOBAHHOTO JIOCTYTA (CUTHATU3AIMS, OJIOKUPOBKA H T.JI.).
CpencrBa obecrnieyeHHs1 0€30MIACHOCTH MEPCOHAIBHBIX JTAHHbBIX

Jns oGecnieyenuss mHpopManMoHHON Oe3zomacHocTd OOIIecTBa HCMONIB3YIOTCS CIEIyIOIUe
CpEJICTBA 3aIIUTHI:

CpenctBa 3amMThl JOJDKHBI TNPUMEHSATHCS KO BCEM pecypcaM HHGOPMAIMOHHBIX CHCTEM
O01iecTBa, HE3aBUCUMO OT UX BUAA U (POPMBI NpEACTaBICHUS HHPOPMAIIUH B HUX.

Du3uyecKue CpeacTBa 3alUThI

dusnueckue MCpPbI 3allUTbBl OCHOBAHBI Ha MNPHUMCHCHHMU pPa3sHOro poJa MCEXaHUUYCCKHX,
QJICKTPOHHBIX niIn SJICKTPOHHO-MCXaHNYCCKUX YCTpOﬁCTB )51 COOPY)KGHHﬁ, CIICiuaJibHO
NpE€aAHa3HAYCHHBIX JIA CO3OaHUA (i)I/ISI/I‘IeCKI/IX HpGHHTCTBI/Iﬁ Ha BO3MOJXHBIX IIYTAX MNPOHUKHOBCHUA U
AOCTYIIa MOTCHHHUAJIBHBIX HapyI.HHTeJ'Ieﬁ K KOMIIOHCHTAM CHCTEMbI U 3alllUIIAEMbIM IIE€PCOHAJIBHBIM
JAaHHBIM, a TaKKC€ TCXHUYCCKUX CPEACTB BU3YyaJIbHOT'O H&6J’IIOJI€HI/I${, CBsA3U U OXpaHHOﬁ CHUTHaJIN3alluu.

Hns  oOecnieuenust (u3nueckoir 0€30MacHOCTH KOMIIOHEHTOB HWH(MOPMAIMOHHBIX CHUCTEM
OO6mecTBa HEOOXOAUMO OCYIIECTBIATH PsJ OPTraHWU3AIMOHHBIX M TEXHHMYECKUX MEPONPHUITHH,
BKITIOUAIOIIUX: TPOBEPKY 0OOPYIOBaHMsI, MPEAHAZHAYEHHOTO IJii 00pa0OTKH MEPCOHATBHBIX TAHHBIX,
Ha:

- HaJIMYHUC CIICIUAJIbHO BHCAPCHHBIX 3aKJIATHBIX yCTpOfICTB;

- BBCACHUC JOINOJHHUTCIBbHBIX OI‘paHI/I‘-IeHI/Iﬁ o AOCTYIY B MOMCIICHHA, NPCAHA3HAUCHHBIC IJIA
XpaHCHUA U 06pa60TKI/I MNEPCOHAJTIbHBIX JaHHBIX;

- obopynoBanue cucteM HWH(GOpPMATH3AHMKA YCTPOMCTBAMHU 3aIIUTHI OT COOEB AJICKTPOIHUTAHHUS U
MOMEX B JIMHHSIX CBSI3HU.
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TexHU4YeCKHE CpeacTBa 3alllUThI

TexHudeckue (ammapaTHO-NPOTPaMMHBIE) MeEpPhl 3allUTHl OCHOBAHBI HAa WCIIOJIB30BAaHUU
Pa3IUYHBIX IEKTPOHHBIX YCTPONUCTB U CHEIUAIBHBIX TPOTPAMM U BBITIOTHSIONUX (CAMOCTOSTEIIEHO WIIH
B KOMIUIEKCE C JPYTUMH CpeACTBaMH) (YHKIMH 3aliuThl (MACHTU(UKAIUIO W ayTCHTH(UKAINIO
MOJIb30BaTENICH, pasrpaHUMUYEHHE JOCTYNa K pecypcaM, PEerHCcTpaluio COOBITHH, KpunTorpaduieckoe
3aKpbITHE UHPOPMAIIUU U T.J1.).

C yderom Bcex TpeOOBaHHM U MIPUHIIMIIOB 00ECTIeUeHHUsI OE30IMaCHOCTH MEPCOHATBHBIX JIAHHBIX TIO
BCEM HAIIPaBJICHUAM 3alIUTHl B COCTaB CHCTEMbI 3alUTHl JOJKHBI OBITH BKJIIOYEHBI CIEIYIOIIHE
cpelcTBa:

- Cp€AcCTBa pa3arpaHNM4YCHHUA JOCTYIIa K JaHHBIM,

- CpeACTBa PErucTpaluy JOCTyNa K KOMIIOHEHTaM WH(pOPMAIMOHHON CHUCTEMBI M KOHTpPOJIA 3a
MCIIOJIb30BaHUEM HH(OPMALINH;

- CpeICTBa pearupoBaHus Ha HapyUIeHUs pexXruMa HH(OOPMAIIMOHHON O€30MaCHOCTH.
Ha Texnuyeckue cpecTBa 3aluThl BO3JIAraeTcs pelieHre CIeayoIMX OCHOBHBIX 3a/1a4:

- UACHTUGUKAIMS W ayTeHTU(UKAIMS IOJb30BaTele MPHU TIOMOIIM WMEH WM CIElHaTbHBIX
armmapaTabix cpencts (Touch Memory, E-Token, Smart Card u T.11.);

- periiaMeHTanusa " YyHpaBJICHUC JOCTYIIOM MojJb30BaTeNne B IIOMCIICHHUA, K (1)I/I3I/I‘IeCKI/IM u
JJOT'M4YCCKUM YCTpOﬁCTBaM;

- 3alUTa OT IIPOHUMKHOBEHMSI KOMIIBIOTEPHBIX BHPYCOB U PAa3pYyLIMTEIBHOTO BO3JACHCTBHS
BPEIOHOCHBIX IIPOIPAMM;

- perucTpanms BceX ACUCTBUM MOJb30BATENs B 3aAIUIICHHOM >XYypHajie, HaJu4he HECKOJIbKHX
YPOBHEW PErUCTpaLINH;

- 3aluTa JaHHBIX CHUCTEMBI 3alllUThl Ha (baﬁHOBOM CCPBEPEC OT AOCTYyIIa HOHB3OBaTeH€ﬁ, B 4YbH
JOJIZKHOCTHBIC 00513aHHOCTH HE BXOIUT pa60Ta C PIH(bOpMaI_II/II/I, HaxOoJsIIelcs Ha HEM.

Cpe}ICTBa I/II[eHTl/I(l)l/IKaII]/IH Hu ayTeHTn(anaum[ noJb3oBareJiei

B umemax mnpenorBpamieHus paOoTbl C¢ pecypcaMu HHGPOpPMalMOHHBIX cucteM OOIecTBa
MIOCTOPOHHUX JIMI] HEOoOXOauMO 00ecrneyuTh BO3MOXKHOCTh pAacHO3HaBaHUS KaXXJIOTO JIEraJbHOTO
NoJIb30BaTessl (MM TpyIN mojib3oBareneit). s naeHTuduKauy MOryT IpUMEHSIThCS pPa3IMyHOro poja
yCTpOMCTBa: MATHUTHBIE KAPTOUKH, KIFOUH, KIIFOUEBbIE BCTABKH, TUCKETHI U T.II.

AYTCHTI/ICI)I/IKaI_[I/IH (HOI[TBep)I(I[eHI/Ie HO,I[J'II/IHHOCTI/I) MOJIb30BaTeNIeH TAaKXC MOXET
OCYIICCTBIIATHCA:

- IMyTEM IIPOBCPKHU HAJIUYHA Y MOJIb30BaTeIeH KaKUX-TH00 ClicnyaJIbHbIX YCTPOﬁCTB (MarHI/ITHBIX
KapTO4CK, KJ'IIO‘-ICI\/’I, KJIIOYCBBIX BCTABOK U T.,[[.);

- IIyTEM IPOBEPKU 3HAHUS UMM I1APOJIEH;

- MyTeM MPOBEPKU YHUKAIbHBIX (PU3MUECKUX XapaKTEPUCTHK U MapaMeTpOB CaMUX IOJIb30BaTeNen
IIPY TIOMOIIY CHEIMATIBHBIX OMOMETPUYECKUX YCTPOMCTB.

CpeacrBa pasrpaHuyeHust 10CTyna

3OHI)I OTBECTCTBCHHOCTHU U 3aa4Yn KOHerTHBIX TCXHNYCCKUX CpeJICTB 3aIllIUThI YCTaHaBHI/IBaIOTCSI
UCXOJ U3 MX BO3MOXKHOCTEH M IKCIUTYaTAl[MOHHBIX XapaKTEPUCTHK, OMMCAHHBIX B JOKYMCHTAI[UH Ha
JAHHBIE CPE/CTBA.

TexHUYECKHE CPENCTBA pa3TPaHUUEHHUs JOCTyMa JIOJDKHBI MO BO3MOXKHOCTH OBITh COCTaBHOM
YaCThIO €TMHON CUCTEMBI KOHTPOJIS JOCTYTA:

- Ha KOHTPOJINPYEMYIO TEPPUTOPHIO;
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- B OTACIBHBIC ITIOMCILICHUA,

- K KOMIIOHEHTaM WH(OPMAaIMOHHOW cpeapl OOmecTBa W 3JIEMEHTAM CHUCTEMBI  3allUTh
MEPCOHANIBHBIX TAHHBIX ((PU3NYECKUIA TOCTYII);

— K HMH(OPMAIMOHHBIM pecypcaM (JOKyMEeHTaM, HOCUTeNnsM HuH(opmauuu, Qaiinam, Habopam
JTAaHHBIX, apXHUBaM, CIIPaBKaM U T.1.);

- K aKTHUBHBIM pecypcaM (MPUKIaIHBIM IporpaMMam, 3aj1adam U T.11.);
- K ONEPALlMOHHON CUCTEME, CUCTEMHBIM MpOorpaMMamM U NMporpaMMaM 3allUThL.
CpencrBa o0ecrieyeHUsI 1 KOHTPOJIS HEJTOCTHOCTH

CpenctBa oOecneueHHs] LEIOCTHOCTH BKIIOYAlOT B CBOM COCTaB CpPEICTBA PE3EPBHOTO
KONMPOBAHUsS, NPOTPAMMbl AHTUBUPYCHOM 3allWTHI, IMPOTPaMMbl BOCCTAHOBIICHHS IIEJIOCTHOCTH
OTIePAITMOHHOM cpeibl ¥ 0a3 JaHHBIX.

CpezncTBa KOHTpOJISI LIEIOCTHOCTH HH(GOPMAIMOHHBIX PECYPCOB CHCTEMBI MpPEIHA3HAYCHBI JUIS
CBOEBPEMEHHOTO OOHAPYKEHMSI MOIU(DUKAIMK WIM HUCKAXEHHUS pecypcoB cucTteMbl. OHH TMO3BOJISIIOT
o0ecrevnTh MPaBUILHOCTh (YHKIMOHUPOBAHMS CHCTEMbl 3allUThl U LEIOCTHOCTh XPAaHUMOH |
oOpabaTbiBaeMoOi HH(MOpPMAIIHH.

KoHTposb 11€710CTHOCTH MH(POPMALMU U CPEACTB 3aLIUTHI, C LIEIb0 00ecreueH!s] HEM3MEHHOCTH
MH(POPMALIMOHHON Cpebl, ONpeneIsieMOl MPeayCMOTPEHHOW TEXHOIOTHEH 00padOTKH, W 3aIIUTHI OT
HECAHKIIMOHUPOBAHHOW MOJU(PHUKAIIMY NEPCOHATBHBIX JAHHBIX J0JDKEH 00eCIeunBaThCs:

- CPEICTBAaMH pa3rpaHUYEHUsI JOCTYIA (B OMEILIEHUS, K TOKyMEHTaM, K HOCUTENISIM UH(pOpMaluy,
K cepBepaM, JIOTMUECKUM YCTPOUCTBAM U T.I1.);

- CpelICTBAMU 3JIEKTPOHHOM MOJIUCH;
— CPEICTBaMH MOJICUETAa KOHTPOJIbHBIX CyMM (AJIs1 UCIIOJIB3YEMOTO IPOrPaMMHOI0 00€CIIEUEHHUS).
CpencrBa onepaTuBHOIO KOHTPOJISI M PerHCTPAlUM COOBITHI 0e30acHOCTH

CpenctBa 00BEKTUBHOIO KOHTPOJISI JOJDKHBI 0OecreunBaTh OOHApYKEHUE U PETUCTPAIMIO BCeX
coObITUH (neiicTBuil momb3oBateneld, nmonbiTok HCJ| u T.m.), xKoTOpble MOryT MOBJ€Yb 3a COOOM
HapyleHre 0e30MacHOCTH U MPUBECTH K BO3HUKHOBEHHMIO KPU3HUCHBIX CUTyalui. AHanu3 coOpaHHOM
CPEICTBAaMH PETUCTPALMU HH(POpPMAIMU MO3BOJIAET BBIABUTH (DAKThl COBEpPUICHHS HapYIIEHUH, HX
XapakTep, MOJCKa3aThb METOJl €ro paccieJOBaHUS W CHOCOOBI MOMCKAa HAPYIIUTENS M HCIpaBJICHUS
CUTyallu. CpeILCTBa KOHTPOJIA U pEeTUCTPAllUA JOJIKHBI IPEIOCTABIIATE BO3ZMOKHOCTHU!

- BEJICHUS U aHAJIN3a KYPHAJIOB PETHUCTPALUU COOBITHI 0€30MacHOCTH (CUCTEMHBIX KYPHAJIOB);
- MOJTy4YeHHUs TBEPJON KOMUH (T1e4YaT) KypHajia perucTpaniu coObITui 0€30MacHOCTH;
- YIIOPSAOYEHHUS KYPHAJIOB, a TAKXKe YCTAaHOBJICHHS OTPAaHUYEHUN HAa CPOK MX XPaHEHUS;

- OIIEPATUBHOTO OMOBEIIEHUS OTBETCTBEHHOTO 32 OPraHU3aLUI0 00pa0OTKN NEPCOHANBHBIX JAHHBIX
O HapyLIEHUsIX.

ITpu perucrpanyuu coOBITHI O€30MACHOCTH B KypHAJIE JODKHA (DPUKCHPOBATHCS ClEenyomias
uHpopMaLus:

- JaTa M BpeMsi COOBITHS;
- uaeHTU(HUKATOp CyOBEKTa, OCYIIECTBIISIOIIETO PETUCTPUPYEMOE ICHCTBHE;
— JeicTBHE (TUT IOCTYTIA).

KouTpoJb 3¢ (pekTUBHOCTH CHCTEMBbI 3alIIUThI

KonTtponbs 3¢¢exkTuBHOCTH 3alIUThl TMEPCOHAIbHBIX JaHHBIX OCYIIECTBISETCS C LEJbIO
CBOCBPEMEHHOI'O BBIABICHUS M IPEAOTBPALICHUSA YTEUYKUM IIEPCOHAIBHBIX JAHHBIX 3a CYET
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HECAaHKI[MOHUPOBAHHOI'O JOCTYIA, a TAKXKE MPEAYNPEKIACHUS BO3MOXKHBIX CHEIUATBHBIX BO3JEHCTBUIA,
HaIpaBJIEHHBIX Ha YHHUUYTOKEHUE MEPCOHANbHBIX JaHHBIX, pa3pylIeHHE CPEeACTB HH(POpMATH3AIMH.
KoHTposib MOKET MPOBOIUTHCS MPUBJICKAEMBIMU IS 3TOW L€ OpraHU3aALUsIMU, UMEIOIIUMHU JTULEH3UIO
Ha 3TOT BUJ JESATEIbHOCTH.

OLIeHKa 3(1)(1)6KTI/IBHOCTI/I MCp 3allUThbl NCPCOHAIBHBIX OAHHBIX IMPOBOAWUTCA C HMCIOJB30BAHUCM
TEXHUYECKHMX M MPOrPaMMHBIX CpPEICTB KOHTPOJS Ha MPEIMET COOTBETCTBUS YCTAHOBIICHHBIM
TpeOOBAHUSM.

15



